Dynamic Sensitive Data Protection
for PostgreSQL

Enterprise-grade Sensitive Data Protection

Interior defense to cyber threats

Customizable for MUSRL, MS SRL, Oracle Cuts Costs, Pata Risks § Redundant ops

Protects data right at the source database

Reduces unnecessary movement and copying of sensitive data
Scales with the DBM using the same infrastructure and resources
Seamless to databases, users, apps and operations

Faster, easier and lower cost solution compared to others
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Works inside PostgreSQL?

Data leaves PostgreSQL unprotected?
Requires additional copies of data to enable
protection?

Can protect replicated databases?

Seamless to exiting Apps?

Secure multiple schemas?

Read/Extracted/Exported data secure?

Cost

Secures existing DBs?

Available for any PostgreSQL version?

Needs additional Infrastructure, resources and
skills?

Enterprise Grade?

Reviewed/Tested for vulnerabilities?

Performance?

Latency in applying protection?

Support for multiple types of database users and

security granularity levels?

Scalable?

Availability?

Protects non-PostgreSQL data?

Dynamic Sensitive Data Protection
for PostgreSQL

Clear Option for PostgreS®L Data Protection

No

Yes - automatic

Yes

Yes

Free version with a minimal support contract;
Paid Enterprise featured version with full support

Yes

Yes — available in all PostgreSQL versions, including
all distributions and cloud versions

No - works within PostgreSQL, and using existing
PostgreSQL infrastructure, resources, and skills
(PostgreSQL admins, etc.)

Yes — comes with extensive customization and
management tools

Yes — makes use of PostgreSQL functionality

reviewed and tested by a large number of experts
and users

High

No latency

Yes —any number and levels of users, granularity
including row level protection

Yes — along with PostgreSQL

Yes - available with PostgreSQL server

Yes - with severe limitations — only for single

schema, for a few types of uses, etc.

No

Yes

Depends

Depends

Depends

Free and Paid distributions

Yes - limited

No - only for specific versions of PostgreSQL or

distributions

No - works within PostgreSQL

Depends

High

No latency

No or very limited

Yes — available with PostgreSQL

Versions

Yes — protection level depends on
the tool and configuration

Yes

No — needs additional setup

Yes — with connection change

Yes

Yes

Paid

Yes

Depends on the tool and the
enterprise and cloud platform

Yes - needs additional software,
hardware, resources and skills

Depends

Depends — many, No

Degraded due to an additional hop
that data goes through

Slight latency due to additional hop
Depends — additional configuration
required for supporting users
Depends on the tools and service

Depends on the tools and service

Depends on the tools and service

Yes — data protect on write depending on
the setup

Yes

No — needs additional setup

No

Yes

Depends - Requires additional planning
and implementation at target to protect

Free and Paid tools

No — only the copies of data
Depends on the tool and the enterprise
and cloud platform

Yes - needs additional software,
hardware, resources and skills

Depends

Depends —many, No

NA

Latency due to data copying

No, or Limited

Depends — requires additional planning,

infra and resources

Depends on the tools and service

Yes

works in all popular PBMSs

PostgreSQL
ORACLE
Ml__jSQRL,

gaéoliServer
aws
] OO
) EDB U

A\ Azure
Relax while your sensitive data Ls protecteo
through anony mization, masking, fake
values, ewcrgp’c'ww, and obfuscation.

= Free software

v" Minimum support contract required for
initial configuration and training to

ensure right protection

v
v

Easy Install
Limited Extendibility

amazon
AURORA

amazon
RDS

= Enterprise
v

Full support

Enterprise Features
No limits on extendibility
Central GUI Management Tool

Audit logging
Contact: Rama Nalla

rnalla@ckayka.com
Cosmic Kayka L.L.C.

Sensitive Data ldentification
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Configuration Templates
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